
Privacy Policy 

DrLullaby is committed to protecting and respecting your privacy. We have in place a 

comprehensive company data protection policy and code of practice. This Privacy Policy 

(“Policy”) sets out the basis on which any personal data we collect from you, or that you provide 

to us, will be processed by us and how you can get access to this information. If in doubt, the 

primary governing law of this policy is that of the state of Illinois, United States. If you perceive 

any inconsistencies between the Terms & Conditions and this Policy, please note that the Policy 

will govern. 

 

DrLullaby provides services for individuals over the age of 18 or parents or legal guardians 

signing up on behalf of individuals who are under the age of 18.  We believe in the importance of 

taking additional measures to protect children’s privacy. We do not knowingly collect personal 

data from individuals under the age of 18 unless a parent or legal guardian has registered on the 

individual’s behalf. If we learn that we have collected the personal information of an individual 

under the age of 18 without consent for a parent or legal guardian, we will take steps to delete 

such information as soon as possible. Parents or legal guardians who believe that their child who 

is under the age of 18 has submitted personal information to us and would like to have it deleted 

may contact us at admin@doctorlullaby.com. 

 

The terms “you,” “your,” and “yours” when used in this Policy mean any user of the System or 

any individual to whom the data belongs if the individual is under the age of 18. 

 

1. Purpose of this Policy 

DrLullaby provides you (the “User”) with access to the online and mobile services associated 

with DrLullaby. These include www.doctorlullaby.com and all associated subdomains (the 

“Website”) as well as the DrLullaby mobile application (the “App”) (collectively the “System”). 

2. Processing your data 

What is the purpose of our processing? 

We process your screening entries in order to provide a personalized sleep improvement 

program. We also process the sleep log data to provide the averages and graphs in the dashboard.  

What is our legal basis for processing? 
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We require consent from all users before processing their data. You can withdraw this consent by 

contacting DrLullaby at admin@doctorlullaby.com. Please note that without consent to process 

your data, we will be unable to successfully deliver the DrLullaby program. 

What data do we collect? 

Personal information 

We collect and use information like your name, email address, and phone number to personalize 

the course and communicate with you. You are able to opt out of any external communications 

(i.e., email and SMS message) at any time. 

We use information such as your age, gender, and certain habits to assist our interpretation of 

your sleep, as your sleep patterns can vary based on these variables. 

In order to access the Paid for Services, you may also be required to establish unique usernames 

and passwords. You are responsible for maintaining the confidentiality of any passwords, and are 

fully responsible and or liable for all activities that occur under your password and username, 

whether by you or by anyone else using your identity. Should your password be compromised by 

breaches of security such as, but not limited to, loss, theft and unauthorized disclosure, it is your 

responsibility to immediately notify us of the need to change or deactivate the password. Until 

we are so notified you will remain liable for any unauthorized use of your account. 

The System may contain functionality that allows you to upload content in a public area 

(including, but not limited to, the online community). By submitting such content, you agree that 

such submission is non-confidential for all purposes. Additionally you automatically grant us, or 

warrant that the owner of such content or intellectual property has expressly granted us, a 

royalty-free, perpetual, world-wide nonexclusive license to use, reproduce, create derivative 

works from, modify, publish, edit, translate, distribute and display the content in any media or 

medium, in any form, format or forum now known or hereafter developed.  We are not 

responsible for any content you submit to a public area, the consequences of posting such 

content, and your reliance on any other content found in the public area. 

 

Health information 

We collect information about your sleep (including, and related to, the time you spend in bed and 

the time you spend asleep, the number of interruptions in your sleep, and self-reported sleep 

distress) in order to deliver our sleep improvement program. 



We may collect information about pre-existing medical conditions in order to inform you that 

you should see a doctor, as DrLullaby is not a medical treatment. 

We also collect general information about your mental and physical wellbeing in order to 

evaluate progress towards your self-defined goals. 

Electronic identifiers 

We may collect information about the devices you use to access the System, including IP 

address, mobile device UDID and IMEI numbers, operating system, browser type, screen size, or 

similar types of data. DrLullaby will use this information to provide you with customer support, 

to enhance system administration, to tailor your experience with the System, and to assist 

communication (e.g., push notifications).  

Cookies 

We may store cookies (small text files managed by your web browser) on your computer or 

mobile device in order to improve your experience with the System. Examples include: 

recognizing you when you return to the System, maintaining data you've entered across multiple 

sessions, and storing information about your personal preferences. 

You may refuse to accept cookies by changing the settings on your device to prevent cookies 

from being set. However, if you select this setting you may be unable to access certain parts of 

the System. Unless you have adjusted your browser setting so that it will refuse cookies, our 

system may issue cookies when you visit the System. 

3. Who has access to that data? 

DrLullaby understands that your identifiable information is private and personal and is dedicated 

to maintaining its confidentiality and integrity. As such, DrLullaby will never sell or rent your 

data, and we have policies, procedures, and other safeguards in place to help protect it from 

improper use and disclosure.  

We follow a Minimum Necessary Access Policy in order to minimize required disclosure of your 

identifiable information. The following categories describe the ways in which we may use your 

identifiable information and the rare instances that require us to disclose it to persons and entities 

outside of DrLullaby. We have not listed every use or disclosure potentially relevant to each of 

the categories below, but all potential uses and disclosures will fall within one of the following 



categories. In addition, there are some uses and disclosures that may require your specific 

authorization. 

DrLullaby does not disclose personal information to third parties for any purpose materially 

different from the purpose(s) for which it was originally collected. 

Disclosure at your request 

We may disclose information relating to your use of the System when requested by you. This 

disclosure at your request may require your written authorization. 

Payment 

We only store credit card or customer details with trusted suppliers who help us deliver the 

services associated with the System, and we are committed to ensuring that all suppliers meet our 

security and data protection standards.  

Services and Operations 

We may use your identifiable information in connection with providing services for our internal 

operations, which include administration, eligibility determinations, planning your sleep 

program, analytics, and various activities that assess and improve the quality and efficacy of the 

service that we deliver to you.  

Emails 

We may receive a confirmation when you open an email from us or click on a link in an email, if 

your computer supports this type of program. We use this confirmation to help us make emails 

more interesting and engaging. When you receive an email from us, you can opt out of receiving 

further emails by following the included instructions to unsubscribe. However, by opting out of 

further email communications after you sign up, you may limit program reminders and other 

valuable program content and components. 

Reminders and notifications 



We may use your identifiable information to send you notifications to interact with or complete 

tasks relating to your use of the System. You may make changes to the format and frequency of 

these reminders, or cancel these reminders and/or notifications, by logging into your DrLullaby 

account on the Website and/or by accessing the native notification settings on your mobile 

device when using the App. 

Third party service providers 

We may disclose your information to third party service providers that contract with us. Each of 

these contracts will safeguard your identifiable information. Examples of third-party services 

providers include accounting services, server and email delivery providers, vendors and other 

business partners and reputable companies in the industry who subcontract with us.  

Threat to health or safety 

We may disclose your identifiable information when necessary to prevent a serious threat to your 

health and safety or the health and safety of the public or another person. Any disclosure, 

however, would only be to someone able to help prevent the threat. 

As required by law 

Certain laws permit or require certain uses and disclosures of identifiable information in order to 

facilitate, for example, public health activities, health oversight activities, and compliance with 

law enforcement. In these instances, DrLullaby will only disclose your identifiable information 

to the extent the law requires. DrLullaby may also disclose your information in order to enforce 

terms included in this Policy or in our Terms & Conditions. 

Personal representatives or persons involved with your care 

We must disclose your identifiable information to anyone who has the legal right to act for you 

(your personal representative) in order to administer your rights. We may also disclose your 

identifiable information to a person involved in your care or who helps pay for your care, such as 

a family member, when you are incapacitated or in an emergency, or when you agree or fail to 

object when given the opportunity. If you are unavailable or unable to object, we will use our 

best judgment to decide if the disclosure is in your best interests. Special rules apply regarding 

when we may disclose information to family members and others involved in a deceased 



individual's care. We may disclose information to any persons involved, prior to the death, in the 

care or payment for care of a deceased individual, unless we are aware that doing so would be 

inconsistent with a preference previously expressed by the deceased. 

For research and publicity purposes 

DrLullaby reserves the ability to include your data in aggregated data sets shared with our 

research partners and readers of our published research. In these sets, your data will not be 

personally identifiable and would be used for supporting generalized statements (e.g., "children 

aged 13-18 have the worst sleeping habits in the US").  

 

Transfer of business assets 

In the event that we sell or buy any business or assets, we may disclose your personal data to the 

prospective seller or buyer of such business or assets. If DrLullaby or substantially all of its 

assets are acquired by a third party, personal data held by it about its customers will be one of the 

transferred assets. DrLullaby will ensure that information transferred to third parties will only be 

used in a way that is compliant with Privacy Shield Principles. 

 

4. How do we store your data? 

Information you provide to us is stored in encrypted form on secure servers located in the U.S., 

which are owned and operated by Amazon Web Services (AWS). AWS is an industry leader in 

the provision of hosting services and cloud security. 

All passwords are stored in encrypted form. Your data may be transferred to, and stored at, other 

destinations by staff who work for DrLullaby. Such staff may be engaged in the provision of 

support services, among other things. By submitting your personal data, you agree to this 

transfer, storing, or processing. DrLulluby stores the data collected from you for up to seven 

years.  

 

5. Your rights 

Users of the System have certain specific rights with regard to their information. 

Right to access 



You have the right to view all personal information that DrLullaby has collected about you. You 

can view this information through your dashboard at anytime while you access DrLullaby.  

Right to accuracy 

You have the right to ensure that the data we have stored is accurate. In most cases, the system 

allows you to directly modify your own information. However, if there is incorrect data within 

our system that you are not able to change, please contact DrLullaby at 

admin@doctorlullaby.com and we will work with you to update this information. 

Right to deletion 

You have the right to request deletion of all data within the system. To request your data be 

deleted, please contact DrLullaby at admin@doctorlullaby.com. In most cases, this request will 

be completed within 30 days. If circumstances require a delay in this deletion, DrLullaby will 

notify you and explain the reason for the delay. Note that in some cases, there may be a legal 

requirement to hold on to your data. DrLullaby will notify you directly if this is the case. 

Right to withdraw consent 

A user of the System has the right to withdraw their consent at any time by contacting DrLullaby 

at admin@doctorlullaby.com. Please note that without consent to process your data, we will be 

unable to successfully deliver the DrLullaby program. 

Right to notification of disclosure and breach 

In addition to the right to request notification about disclosures of your data, specified in the 

"right to access" section above, we will notify you as required by law if there has been a breach 

of the security of your identifiable information. 

Concerns or complaints 

If you believe that any of your rights with respect to your or others’ identifiable information have 

been violated by DrLullaby, our employees, or our agents, please contact DrLullaby at 

admin@doctorlullaby.com. 
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6. Amending this policy 

We reserve the right to revise this Policy at any time. The revised Policy will be effective 

immediately upon posting to www.doctorlullaby.com. You will see notification of the change 

displayed on your account settings page for 7 days. Your continued use of the System constitutes 

your agreement to abide by the Policy as changed. Under certain circumstances (for example, if 

we expand the ways in which we use your personal information beyond the uses stated in our 

Policy at the time of collection), we may also elect to notify you of changes or updates to our 

Policy by additional means, such as by sending you an email. 

Questions relating to revisions to this Policy may be addressed to DrLullaby. 

 

7. Contact information  

Customer Service 
 

1440 W TAYLOR STREET #556 

Chicago IL 60607 

admin@doctorlullaby.com 

  

8. Effective date 

 
This Policy is effective as of April 15, 2019. 

 

9. Consent  

 
By using DrLullaby you indicate that you have read this Policy and consent to the terms of this 

Policy. If you are registering as a parent or legal guardian on behalf of an individual under the 

age of 18, you agree to allow that individual to use DrLulluby services and to abide by the terms 

of this Policy.  


